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Introduction

When organizations first transitioned to the cloud, security followed,
but not quite in the same way. Most teams brought familiar practices
from the on-prem world and adapted them as best they could. Static
scanning was one of them.

It made sense. In traditional environments, infrastructure changes were rare. Scans ran
on schedules. Findings were prioritized based on severity. You had time to patch before

anything broke. And when the cloud came along, we lifted and shifted that model, running

periodic scans, flagging misconfigurations, and building posture over time.

© It was the right step.

© It gave us structure.

© It helped us prioritize.
) Itworked, up to a point.

But the cloud didn’t stay still. And now we know better.

Today, cloud environments change constantly. A single commit can rewire your exposure.
A permission tweak can open a critical path. A short-lived workload can access data and

vanish before the next scan even runs.
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We've learned how to prioritize vulnerabilities. Now we need to monitor how that

prioritization holds up, moment by moment.

We need to know not just what is exposed, but when that exposure changes.

We need to track every deviation from our acceptable baseline of risk.

This white paper explores that next step.
Why static scanning was a good start.

Why it's no longer enough.

And how real-time context, across posture, identity, and activity, redefines what modern

cloud security can be.

Because in the cloud, risk isn't static. And security shouldn't be either.
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Chapter 1}

Are We Vulnerable?

Every security program needs a starting point. For
cloud security, that starting point was vulnerability
management.

Back in the early days, when teams were just beginning to wrap their heads around cloud
adoption, the focus was simple: find the holes and patch them. Vulnerability Management
(VM) tools stepped in to do just that. They scanned environments, flagged known CVEs,
and stacked them by severity. “Critical” got top priority, and “low” was pushed to backlog

purgatory.
The vulnerability management process was structured, measurable, and comfortable.
And for a while, it was enough.

VM brought order to chaos, giving security teams a list of what was broken that fit neatly
into compliance frameworks. It let CISOs show progress. Most importantly, it aligned with
how things worked on-prem: assets were static, change was infrequent, and patching

followed a predictable rhythm.
But then the cloud happened. And the ground shifted.

Suddenly, assets weren't sitting neatly on servers; they were spinning up and disappearing
by the minute. Perimeters dissolved, infrastructure became code, and attack surfaces

became more dynamic than your product roadmap.
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VM didn’t break overnight. But it started to crack:

() It flagged risks without context.
@ It couldn't tell if a vulnerability was actually reachable.

@ It missed the new ways attackers move through identity, APIs, and misconfigurations,

not just exploits.

Reliance on VM tools in the cloud meant that security teams got buried in alerts that looked
important, but weren't, leaving them to fix things that couldn’t be exploited and missing
the ones that could. “Patch everything” became impossible. “Patch what matters” required

context VM didn't have.

Still, VM was an essential first step.
It taught us to ask:

But it didn’t teach us to ask the right follow-up: matter?

And that’s what opened the door for the next
evolution: CNAPP.
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Chapter 2}

The Golden Age of CNAPP

Cloud security didn’t evolve in a straight line - it zigzagged.

Every time the cloud surface area grew, new tools emerged to fill the gaps:

VM to find unpatched software.

CSPM to flag misconfigurations.

KSPM to manage Kubernetes risk.

CIEM to wrangle IAM chaos.

While each tool was useful in isolation, none of them spoke the same language. The result?

A mess of alerts, dashboards, and “critical” findings, each important on its own, but blind to

what was happening all around it.

When Gartner coined CNAPP in 202], it gave the market a unifying goal:

Bring posture, identity, vulnerability management, and runtime, under one platform.

It wasn’t just marketing. It was necessary.
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The Toolchain That Built the Problem

Tool First Appeared What It Tried to Do

VM ~2012 Detect software vulnerabilities in cloud workloads
CSPM 2014 Catch misconfigurations and enforce cloud policy
CIEM ~2018 Analyze permissions and identity relationships
KSPM ~2019 Harden Kubernetes clusters and namespaces

Problems security teams were facing in the cloud weren’t because of the tools they were
using. Their fragmentation was, as each tool only held one piece of the larger puzzle, and

they didn’t always connect.

Security teams were left stitching timelines together manually across tools, only to

correlate findings in their heads.

The Fallout: Friction, Fatigue & False Priorities

© Visibility Gaps
VM showed an unpatched EC2 instance. CSPM flagged the subnet as public. CIEM

flagged the role as overly permissive.

® Separately? Noise. | ®
® Together? An exploit path. ®
® But no tool connected the dots. ®
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@ Alert Fatigue
Each engine screamed about its findings. None could say: “Yes, this is critical because

it's exposed to the internet and connected to sensitive data.”

© Integration Debt
To get real context, teams built playbooks and SIEM rules that duct-taped the pieces

together. Everything slowed down. Nothing scaled.

Even Gartner admitted it:
“Combine CSPM and CWPP to reduce complexity.”
And then went further: unify everything.

CNAPP Hits the Market (2021)

Gartner laid it out:

CNAPP was described as “a unified and tightly integrated set of security
and compliance capabilities to secure cloud-native applications across
development and production.”

Suddenly, “point solution” became a dirty word.

CNAPP became all about correlation rather than consolidation.
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https://www.gartner.com/document-reader/document/4001348

What used to live in separate dashboards now lived side by side, enabling smarter

decisions.

For the first time, you could:

@ See a vulnerable host.

@ Know its location in a public subnet.

@ Realize it's tied to a highly privileged IAM role.

@ Prioritize it as an actual threat, rather than just another red dot.

That was a big deal. W
1S the

Consolidation at Warp Speed

The market responded fast. Some vendors built, but most bought:

Buyer Acquisition What It Added

Aqua Cloudspiloit CSPM capabilities
Tenable Ermetic Identity + full-stack posture

Cisco Lightspin Cloud-native risk insights

Orca Opus Al-based remediation logic
Google Wiz Full CNAPP play

By 2023, everyone had a CNAPP slide, but did it truly resolve the cloud challenge?
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Chapter 3}

Why Posture Alone Isn’t
Protection

CNAPP gave us a better map. But it forgot
the terrain changes by the hour.

At its core, every CNAPP tool revolves around one thing: posture. Static posture. Posture is
the structural blueprint of your cloud environment, your settings, configurations, policies,
access controls. It tells you what could go wrong. And it's how nearly every CNAPP tool
today builds its understanding of risk: take a snapshot of the cloud, analyze it, assign

severities, and build a to-do list of remediations. By design.

And to be clear, it works. If your goal is long-term exposure reduction, static posture is a
strong foundation. You can track misconfigurations, audit identity permissions, and clean
up over-provisioned roles. It helps with compliance, hygiene, and moves the needle over

time.

Today’s posture is only ever a snapshot. A point in time. Frozen. Blind to the world that's

changing all around it.
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N.
Posture is Static, Cloud is Not

Let’s call it what it is: posture is the Excel sheet version of your cloud. While your CNAPP
tool is still analyzing its last snapshot, here’s what could be happening in your actual

environment:

@ A new IAM role was just created, and chained to data it shouldn't touch.
@ A security group was modified, briefly exposing an RDS instance to the internet.
@ A workload spun up, ran for 45 seconds, and disappeadred, along with the exfiltrated

data.

None of that shows up in posture reports until the next scan is completed. If you're
scanning every 6 hours, you're blind for 5 hours and 59 minutes. And in the cloud, that's a

lifetime.

So, the question is no longer “is my cloud configured securely?”

It's “can | see when something goes off-script, in real time?”
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Chapter 4]

Cloud Logs Are Real-Time,
Raw, and Not Enough

Once security teams realized posture was
too slow to keep up, they looked to enrich
it with real-time elements. Enter cloud
logs.

Cloud providers began giving teams endless amounts of events in the form of API logs,
audit trails, activity feeds, and more.. Each change, action, and API call was logged
somewhere. So naturally, security teams did what security teams do: they funneled those

events into their SIEMs, wrote correlation rules, and tried to spot threats in real time.

In theory, logs are your live feed. They tell you exactly what's happening, the moment it

happens.

In practice? They're incomplete, noisy, and unactionable.
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The lllusion of Real-Time Awareness

Let's break it down.

Logs are only useful if:

@ You know what you’re looking for
() You can tie it back to posture

() You can act fast enough to matter

That's a big “if.” Most security teams drown in logs trying to answer basic

questions:

@ Is this a misconfiguration?
@ Is this user behavior normal?

@ Is this new change actually risky?

The answers aren't in the logs. Because logs show what happened, but not what it means

in the cloud
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Three Reasons Cloud Logs Fall Short

Logs lack context

A log might tell you that a role assumed another role. But is that escalation
legitimate? Is it even risky? You’'d need to correlate it with IAM policies, org context,

and runtime behavior to find out. By the time you do, it's likely too late.

Logs miss the big picture

You might see a Lambda invoke an S3 read. Normal, right?
But zoom out, and you'll notice that Lambda was deployed five minutes ago, by a
role that just changed, accessing data it shouldn’t touch. That’s not in the logs. That's

a storyline, and it doesn't exist unless you model the environment.

Logs don’t explain drift

If someone changes a security group, you'll see the change.
But was that a drift from your intended posture? Is that change part of a legitimate
deployment or an indicator of compromise? Logs won't tell you. They'll just record

the change and move on.
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If Logs Were Enough, Why Are We Still
Scanning?

Let’s be honest. If logs gave us everything we needed, you wouldn’'t have to run a full
posture scan every day.

You wouldn’t need CSPM or a CNAPP.
You'd just plug logs into your SIEM, throw in some detections, and call it a day.
But that’s not what's happening.

You still run posture scans. You still rely on static snapshots.
Because raw logs don't model the cloud, they just replay it.

And posture doesn’t react to the cloud; it just describes it.
The real problem? Posture and logs live in parallel universes.

Which means you're either late... or blind.
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Chapter 5]

What If We Could Connect
Posture and Logs?

Not a faster scan. Not a better alert. A
different way of seeing the cloud.

Everything until now has been a compromise.

Posture gives you structure, but it's stale.

Logs give you activity, but it's raw.

One tells you what should be true.

The other tells you what just happened.

And security teams have spent years bouncing between the two, trying to piece together

truth in the middle.

But here's the question that changes everything:

What if posture and logs weren’t separate anymore?

What if every log entry was evaluated in the context of your real-time cloud state?

And every posture insight was instantly updated based on what just changed?

That's not just a feature upgrade. That's a paradigm shift.

Posture + Logs = Redl-Time Understanding
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Imagine this:

@ A role assumes another role.

Your system doesn't just log it, it immediately checks whether the resulting access path

exposes sensitive data, violates least privilege, or breaks org policy.

@ A workload reaches out to an external IP.
Instead of triggering a generic alert, the system maps it to the resource’s config, IAM

permissions, deployment history, and blast radius in real time.

() A misconfiguration is introduced via Terraform.
Before it even hits production, the system simulates what that change would do, and

whether it creates exploitability based on live context.

That's the power of real-time cloud modeling. It's what happens when posture and logs
stop being two separate layers and start functioning as one live, continuously updated

model of your cloud environment.

From Static to Streamlined

With this approach, you don't check posture. You maintain state.
You don't hunt threats in logs. You detect drift as it happens.

You don't triage alerts. You understand intent.

This flips the equation:

) Detection becomes deterministic.
(@ Response becomes validated.

() Prioritization becomes obvious.

You're no longer catching things late. You're catching them when they matter.
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Chapter 6}

The Two Sides of the
Real-Time Coin

If you want to defend the cloud, you need
to see it from both sides.

Real-time CNAPP is built on the foundation of completeness.

To achieve that, you need to look at your cloud through two lenses, at the same time:

Understand every change as it happens, and what each change means.

Maintain an always-up-to-date view of your environment’s current state.

One shows you the motion.
The other shows you the shape.

Put them together, and you don't just see activity, you understand intent.
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Event-Driven Detection

Not just what happened. What it triggered.

In a cloud environment, everything is an event:

@ A new role gets created.
@ A workload starts talking to an unfamiliar IP.
@ A user grants permissions to a service account.

Each of these moments, on its own, might look harmless. But when correlated across

identity, network, and workload layers, they can reveal a complete attack storyline.

The key is causality.

Real-time CNAPP needs to answer:
@ Did this event open up access?
@ Did this config change lead to drift?

@ Is this action part of something bigger?

Without that, all you have is noise, endless log entries, and generic alerts that don't tell you

what's actually wrong.
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Real-Time Posture

Know your environment now, not five hours ago.

Traditional posture tools run on a lag. They scan your environment, store a snapshot, and

flag what they find. But the cloud doesn’t freeze in time awaiting the next scan.

Real-time CNAPP maintains a living model of your environment, and is aware of:
@ What the access map looks like right now (at any given moment).
@ Which assets are exposed in this moment.

@ Which permissions, misconfigurations, or trust relationships exist as of this second.

This real-time posture becomes the canvas for everything else:

@ It gives context to each event.
(@ It shows you how a single change rewires exposure.

@ It lets you calculate blast radius before something happens, not after.
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Why Both Matter

If you only have events, you're reactive. You see the “what” without the “why.”
If you only have posture, you're blind to movement. You know the structure, but not the

story.
Real-time CNAPP requires both.
You need a system that listens to every signal and updates its model with every change.

This is how you:

@ Catch lateral movement across IAM and network layers.
@ Detect configuration drift as it happens, not 12 hours later.

@ See when legitimate activity turns into malicious behavior.

Q! Stream.Security



Final Thoughts

The Future Is Real-Time

The cloud didn’t wait for security to catch up, and it won't. But the good news? We don't have
to play catch-up anymore. With real-time CNAPP, we're not reacting to yesterday'’s risks,

we're aware of what's happening right now with context, clarity, and confidence.

Real-time CNAPP is cloud security that finally moves at the speed of the cloud. For the first
time, teams can see everything, connect all of the dots, and get the edge they've been

missing all this time.

And hey, look at that.
We made it all the way through without using the word Al.

(Well, now we did. Once. That's still below average.)

The future isn’'t magic. It's modeled.

And it's already happening, in real time.

4 R
Stream Security provides a real time cloud security platform that models your cloud

environment as it evolves, event by event. By combining real-time posture, identity,
network, and workload activity, Stream shows you exactly what's exploitable right

now and what every single event means for your business.

No more scans. No more digging through logs. Just one continuous stream of pure,

actionable context.

\
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